Introduction
Location-aware communication devices and services provide individuals with new tools that make life more convenient. But this convenience comes with a pricethese devices can enable individuals to be tracked at an unprecedented scale, both retrospectively and in real-time. The most ubiquitous device enabling this tracking is the wireless phone; the Wireless Association, an industry trade group, estimates that there are nearly 244 million wireless subscribers in the US as of 2007.
2 Wireless phones have more accurate tracking capabilities, in part because the Federal Communications Commission required that carriers be able to locate subscribers when they dial 911. This infrastructure enhanced by the "e911" mandate makes it possible to monitor location information for other purposes and store it so that it can be accessed later.
In addition to the implicit tracking provided by wireless phones, consumers are increasingly using devices that explicitly provide location-aware services. General
Motor's OnStar 3 and ATX Group's 4 vehicle telematic systems provide location and safety information for drivers, and can be used to remotely track a vehicle, since telematic systems communicate location data back to the service provider. 5 On the other hand, many GPS devices do not communicate back to a central server or service, and thus allow individuals to enjoy the benefits of the technology without being tracked. For example, many handheld and aftermarket GPS devices for cars only receive information from location satellites, and thus do not provide an opportunity for remote tracking.
In other cases, individuals are actively providing location information that can later be accessed by law enforcement. Internet-based location services, such as Dodgeball, 6 and mobile applications such as Loopt, 7 and BuddyBeacon, 8 allow users to update these services by mobile phone with their location and share it with friends. Some mobile service providers offer GPS-based location services that will identify the subscriber's location and provide maps and other local information, such as directions.
Finally some services, like Yahoo's Zone Tags, 9 can infer location from a mobile phone and add location data to photos uploaded to Yahoo's photo sharing website, Flickr.com.
The location data generated by these devices is of growing interest to law enforcement. While location data can enable the rescue of kidnapped or missing people in emergency situations, it also can be used to pervasively track individuals in nonemergency situations, as well as provide a historical account of one's travels. The
Washington Post reported in November 2007 that federal officials were "routinely asking courts to order cell phone companies to furnish real-time tracking data so they can pinpoint the whereabouts of drug traffickers, fugitives and other criminal suspects," often without demonstrating probable cause. 10 The availability of location data, and the ease with which law enforcement is able to obtain this data, raises concerns about the balance of power between the individual and government. In particular, obtaining location data from service providers gives law enforcement far more surveillance capability, both in breadth and depth, than agencies would have if conducting comparable surveillance themselves.
In order to understand both Californians' perception and attitudes towards these issues, we asked four questions of a representative sample of California residents. One question (Question 1) attempted to determine whether the public understood that wireless phones give law enforcement the ability to track individuals; one question (Question 2) discussed below in this paper; the questions and results are reproduced in the Appendixes.
The Technology
The e911 mandate, passed in 1998, required that all cell phones be able to provide their physical location in order for emergency responders to accurately locate users in distress. To accomplish this, mobile providers triangulate a phone's position based upon the location of the communication towers with which the phone is communicating.
Because phones require interaction with a network to send and receive data, location information is available whenever the phone is powered on (not just when calls are in progress 
Technology Choice and Privacy
Individuals' choice of products also has a profound effect on privacy. Wireless phones that rely upon GPS for location information can collect more precise data on individuals, while non-GPS phones that rely upon the triangulation of network towers provide a more general indication of location.
The law also creates incoherent divides between technologies. For instance, California law 15 provides strong protections against law enforcement access to automobile "black boxes," devices that monitor driving habits, and in some cases, the location of the vehicle. 16 Most cars now come equipped with these black boxes, known as "event data recorders," and they can be used in accident reconstruction and law enforcement investigations. As these devices become more sophisticated and incorporate more features and increased storage capacity, law enforcement will seek access to them in order to determine a vehicle's past location.
14 Email from Robert M. 
Results and Discussion
When we asked Californians to answer true or false to the following true statement: "Carrying a cell phone gives law enforcement the ability to track the places I go," 65% of respondents answered true, while 35% of respondents answered false. This shows that while a majority of respondents are aware that law enforcement can track their location by cell phone, a sizeable minority are not aware that this is possible.
A substantial majority, 83% of respondents, agreed or strongly agreed with would like to ask you about possible rules and procedures to protect data that reveals the location of others. Suppose that the police wanted to determine where an individual was one week ago." Question 3 then asked:
"Would you favor a law that required the police to tell the individual before obtaining location information from the cell phone company?" 72% of respondents supported or strongly supported requiring that notice be given to the individual being investigated, while 28% of respondents opposed or strongly opposed.
Notice is a commonly-accepted privacy protection, and requiring notice of access to location data allows the suspect to appear in court and challenge the government's rationale for obtaining the information. Thus, the question assumes that notice will cause some interference with law enforcement activity. Recall that under 18 USC § 2705, if serious adverse consequences will result from notice, the government can obtain an order directing the carrier not to give notice to the suspect.
For the next question, Question 4, we attempted to assess whether Californians would support strong judicial intervention before law enforcement accessed historical location data. 21 We asked with respect to historical location data: "Would you favor a law that required the police to convince a judge that a crime has been committed before obtaining location information from the cell phone company?" The results were nearly identical to 21 An earlier version of this report concluded that the answer to this question showed that Californians supported a probable-cause warrant standard for access to location information. After consulting with Professor Orin Kerr, we decided that the question was not specific enough to come to that determination, because it relied upon respondents to make a logical leap that the crime committed was connected to the location data sought by law enforcement. We nevertheless believe this question shows that Californians support strong judicial intervention in advance of law enforcement access to historical location data.
Question 3, with 73% of respondents supporting or strongly supporting this requirement, while 27% opposed or strongly opposed it.
These results show that Californians support judicial intervention and due process before historical location data are acquired by law enforcement. Californians also appreciate the difference between emergency and non-emergency contexts, and are accepting of real-time tracking by law enforcement in emergency situations.
The Westin Taxonomy Applied to Location Tracking
Professor Alan Westin has pioneered a popular "segmentation" of privacy attitudes among the American public. 22 In it, Americans are divided into three groups:
"Privacy Fundamentalists," who place a high value on privacy and favor passage of strong privacy laws; 23 "Privacy Pragmatists," who see the relative benefits of information collection and favor voluntary standards for privacy protection; 24 and the "Privacy Unconcerned," those who have low privacy concern and have little objection to giving government or businesses personal information.
25
We were interested to see how our sample of California residents fit into the Westin segmentation. We included the three questions (Appendix 2) Westin has used to divide respondents into these categories in our survey instrument. ). This group weighs the value to them and society of various business or government programs calling for personal information, examines the relevance and social propriety of the information sought, looks to see whether fair information practices are being widely enough observed, and then decides whether they will agree or disagree with specific information activities --with their trust in the particular industry or company involved a critical decisional factor. The Pragmatists favor voluntary standards over legislation and government enforcement, but they will back legislation when they think not enough is being done --or meaningfully done --by voluntary means." Id. 25 "Privacy Unconcerned (about 20%) This group doesn't know what the "privacy fuss" is all about, supports the benefits of most organizational programs over warnings about privacy abuse, has little problem with supplying their personal information to government authorities or businesses, and sees no need for creating another government bureaucracy to protect someone's privacy." Id.
Westin's own figures for these three segments for the U.S. population are as follows: Segmentation of our population is shown in Table 3 : In order to explore whether segmentation by privacy affiliation could be associated with specific privacy attitudes in our questions, we compared responses to Questions 1 through 4 between these three subcategories of respondents using different statistical methods. For Question 1 (Carrying a cell phone gives law enforcement the ability to track the places I go), a True/False question, we created a cross-tabulation of the values and calculated the chi-squared statistic in order to determine whether there was a statistically significant difference between expected and actual frequencies for each group's answers to this question. We found that the chi-squared value for the three categories was statistically significant; 30 however, responses for fundamentalists and pragmatists were nearly identical (66.3% of fundamentalists correctly answered "True," as did 66.2% of pragmatists), while the privacy unconcerned response differed dramatically (40% answered "True"). Accordingly, the privacy unconcerned are much more likely to be unaware of law enforcement's ability to track location by wireless phone than the other groups.
For Questions 2 through 4, which use a Likert scale ranging from one to four to gauge responses (see individual questions below for exact scale values), we compared the responses for each group using ANOVA, measuring the differences in means between each groups' responses. A statistically significant difference between groups allows us to infer that 30 x 2 =8.818, df = 2, p=.012 each group has significantly varying opinions about each question, and in fact statistically significant differences were found between groups across all three questions. 31 However, the attitudes professed among our fundamentalists, pragmatists, and the unconcerned did not align with Westin's descriptions of their attitudes. For instance, in Question 2, we found that the privacy unconcerned were more likely to oppose tracking in an emergency situation than pragmatists, and thus were more supportive of privacy in this context. This does not comport with Westin description of this group, which, "has little problem with supplying their personal information to government authorities or businesses…" 32 Question 3 assessed whether respondents supported a common privacy protection-whether notice should be provided to an individual before their information is accessed. In this case, the privacy unconcerned expressed stronger support for the protection than pragmatists. 
Conclusion
Californians support quick access to location data in emergency contexts, but in non-emergency contexts, when law enforcement seeks historical location data, they support limits on law enforcement access. Californians support giving notice to individuals before their location data is access by law enforcement. They also support judicial intervention before this data is accessed.
When applying the Westin privacy segmentation, we found that generally, the Westin privacy segmentation was not predictive in assessing Californians' attitudes towards privacy of wireless phone location data. Question 4: Now, I would like to ask you about possible rules and procedures to protect data that reveals the location of others. Suppose that the police wanted to determine where an individual was one week ago.
Would you favor a law that required the police to convince a judge that a crime has been committed before obtaining location information from the cell phone company? 
